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LEGAL REGULATION OF E-COMMERCE IN THE EUROPEAN UNION

Formulation of the problem. Gradually, a new
concept of “e-commerce” appeared and became
established in business and legal practice, but
the legal basis for regulating e-commerce rela-
tions in the world is just beginning to be cre-
ated. At the level of international organizations
and legislation of some countries only since
the 90s of the twentieth century. Work began on
the adoption of comprehensive regulations on
the regulation of relations arising from the com-
mission of legal acts through telecommunications
networks, which is associated with the complexity
and novelty of e-commerce.

The state of research of the topic. Relation-
ships on the use of electronic documents, electronic
digital signatures, e-commerce (trade) are studied
in the works of: M. Dutov, S. Petrovsky, A. Baranoy,
A. Chuchkovskaya, O. Stepanenko, |. Balabanoy,
A. Vershinin, I. Zhilinkova, M. Braginsky, V. Kopylov,
V. Naumov, A. Tedeev, A. Shamrayev and others.

The aim of the article is a scientific and theoret-
ical study of the legal relationship of e-commerce,
the legal regime of electronic documents and elec-
tronic digital signatures at the supranational level
in the EU given the formation of the information
society and the use of new information and com-
munication technologies.

Presenting main material. The modern world
economy is currently at the stage of formation
of the information society under the influence
of the development of information technologies,
the latest means of communication, the promo-
tion of the global Internet. E-commerce involves
the conclusion of commercial contracts online
using electronic means of communication. It is,
first of all, about the promotion of goods or services

on the market through the global Internet, as well
as settlements using electronic payment systems.
The e-economy (web economy) deals with digital
data and includes ways to make a profit using
the Internet. The components of the electronic
economy (web economy) are: Online stores, Online
media, online advertising, online entertainment,
etc. Legal regulation of this segment of the world
economy is complicated by the rapid change
of technology and the high level of globalization
of economic relations. The EU has an e-Europe
program aimed at the widespread use of the latest
information technologies by EU citizens, the for-
mation of new, unified supranational legislation
at the EU level. The main principles of legal reg-
ulation of e-commerce in the EU include, in par-
ticular, the following: implementation of the prin-
ciples of the internal market in ensuring the free
movement of information society services; ensur-
ing respect for human rights and freedoms in
the use of the latest means of communication;
innovative business development and investment
in research; observance of consumer rights in
e-commerce.

Since 1996, e-commerce legislation has been
in place in the EU. In 1997, the European Com-
mission adopted the European E-Commerce Initia-
tive, and later in 2000, the EU Directive on certain
aspects of information society services and e-com-
merce in the internal market (the E-Commerce
Directive) was adopted. This Directive is based on
the principles of the EU internal market, in partic-
ular the freedom of establishment and the free-
dom to provide services, as well as the provisions
on the harmonization of national laws. The Direc-
tive states that the fragmentation of national leg-
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islation may create obstacles to the development
of the information society, as well as fail to ensure
adequate protection of the rights and interests
of individuals and legal entities. That is why it is
necessary not only to harmonize the current legis-
lation in the field of electronic commerce, but also
to ensure uniform legal regulation in this area [1].

The 2000 EU E-Commerce Directive provides
for the development of the EU internal market for
information society services (services provided
atthe customer’sindividual request (distance), usu-
ally for a fee, by electronic transmission and stor-
age). In addition, there are services for providing
search and information online, providing access
to databases, transmission and storage of infor-
mation, exchange of commercial correspondence.
According to the Directive, EU member states may
not restrict the provision of information society ser-
vices within the EU. EU law establishes the principle
of responsibility of the country of origin of the ser-
vice. The Directive applies to services provided by
suppliers from the territory of the EU and does not
apply to services provided from the territory of third
countries. It is important in this context to deter-
mine the country from which the service is pro-
vided. The Directive, taking into account the case
law of the Court of Justice, understands the place
of establishment of the service provider - the place
of actual economic activity, which should provide
for the establishment of a commercial enterprise
for an indefinite period. According to this rule,
the location of the service provider is not the actual
location of the data of its website, but the center
of its actual economic activity, ie the place from
which the provision of relevant services [2].
The implementation of the principles of the EU
internal market is that the provision of information
services does not require prior permission from
public authorities. In this case, the service pro-
vider must provide constant access to information
about yourself, in particular, brand name, location,
e-mail address. The issue of taxation of economic
activity on the Internet remained outside the scope
of the Directive.

The EU e-Commerce Directive contains provi-
sions relating to contracts concluded electroni-
cally, in particular through the Internet. According
to Article 9 of the Directive, EU Member States
must exclude from national law requirements
for the form of contracts which prevent the use
of electronic contracts. In addition, the Directive
obliges EU member states to remove obstacles to
the implementation of contracts electronically at all

stages: from discussion and conclusion to the stor-
age of their electronic originals [3].

The general principle of regulating contracts
concluded electronically is defined as legal non-dis-
crimination solely on the basis of their “virtuality”.
Thus, it is necessary to give electronic contracts
the legal force that exists for contracts concluded in
the traditional way. However, the Directive does not
remove restrictions on transactions via the Inter-
net. The national laws of the EU member states
may set certain requirements for such agreements,
but only those that can be fulfilled in a digital envi-
ronment: requirements to ensure the identification
of the person who signed the document and guar-
antees the invariability of the document sealed with
an electronic digital signature. In addition, restric-
tions may apply to contracts when it is necessary to
notarize them [4].

The EU E-Commerce Directive states that EU
legislation in the field of consumer protection also
applies to e-commerce. Under EU law, advertising
letters, commercial messages (spam), which are
receivedinlarge numbersbyconsumers,areaninva-
sion of privacy and cause objections. At the same
time, on the other hand, it is one of the effective
ways to promote goods and services on the Internet,
which, among other things, promotes the develop-
ment of e-commerce. In EU Member States where
commercial communications are allowed, opt-out
filters should be developed to ignore disinterested
users. In this case, such e-mails should contain
the necessary elements to facilitate such disre-
gard by users, and the receipt of such messages
should not be accompanied by additional costs for
users [5]. Since 2001, the European Commission
has launched a debate on the development of EU
contract law, which also includes issues related
to the legal regulation of electronic contracts,
which are designed to facilitate the conclusion
of cross-border contracts.

The problem of recognizing “electronic con-
tracts” along with contracts set out on physical
media concerns issues of private international law,
as transactions concluded via the Internet con-
tain a foreign element, ie the question arises as to
which law should be applied. Under EU law, the prin-
ciple of autonomy of the parties applies, accord-
ing to which the parties have the right to choose
the right applicable to their contract. In the absence
of the consent of the parties, the law of the coun-
try most closely connected with the transaction
shall apply. In the process of preparing the draft EU
Directive on e-commerce, the European Commis-
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sion proposed to establish a conflict of law between
the law of the country of the service provider, but
such a proposal was not accepted by consumer
protection societies [6].

Equally important is the issue of international
jurisdiction. Under current EU law, in the event
of a dispute between a consumer of a service from
one EU Member State and his supplier from another
EU Member State, the consumer must go to court
in his place of residence. This can lead to signif-
icant costs for service providers and the need to
sue in different countries. As the Directive obliges
EU Member States to encourage the development
of alternative dispute resolution, it is interest-
ing to establish a European Extrajudicial Network
(EEJ-Net), which should be used as a place to
resolve conflicts between consumers and informa-
tion service providers. The development of elec-
tronic means of communication has necessitated
the introduction of electronic signatures and related
services related to their legal registration and rec-
ognition. This institute aims to overcome existing
barriers to the use of electronic means of com-
munication and e-commerce. At the same time,
clear legal regulation of the use of electronic signa-
tures will help increase trust in them, and, accord-
ingly, the introduction of new technologies. Legal
unregulated electronic signatures are the reason
for the lack of established conceptual apparatus
and terminology in this area [7].

Given the complexity and novelty of the rela-
tionship that arises when making transactions via
the Internet, in 1996 the UN Commission on Inter-
national Trade Law (UNCITRAL) adopted the Model
Law “On E-Commerce”, and in 2001 the Model
Law “On Electronic Signatures”. The reason for
the development of these laws was the emergence
of new means by which the parties exchange infor-
mation with each other, using modern methods
of communication when concluding transactions.

These model laws are designed to serve as
a model for assessing and updating the laws
of the world and the practice of their application in
the field of trade relations using modern methods
of communication. These model laws contain gen-
eral principles for regulating e-commerce and elec-
tronic signatures and are the minimum standards
for regulating transactions committed electroni-
cally. The need for legal regulation of electronic sig-
natures is due to the fact that in the era of global
informatization, it is difficult to solve any problems
without modern means of signing documents that
legally formalize the conclusion of legal acts [8].

The European Union, given the importance
of the problem of legislative regulation of electronic
digital signatures, has considered the regulation
of relations arising from the conclusion of trans-
actions electronically. In 1999, the EU Directive
Ne 1999/93 / EC “On the procedure for the use
of electronic signatures” was adopted, according to
which an electronic signature is data in electronic
format that is attached to or logically related to
other electronic data and is a method establishing
authenticity (Article 2). Special legal regulation is
provided for an electronic signature, which must
meet the following criteria: be uniquely associated
with the signatory; be able to identify it; to be cre-
ated on the basis of the means which are under per-
sonal control of the signatory; be linked to the data
to which it relates in such a way that any further
change in the data can be detected. The rapid
technological development and the global extrater-
ritorial nature of the Internet are the foundations
of the ideology of openness to various technologies
and services related to the conformity of the origi-
nal data, including through electronics.

Electronic signatures have become widespread
in various fields of human activity, which has led
to the development of new products and services
related to them. The definition of such prod-
ucts and services cannot be limited to the issu-
ance of certificates and work with them. It also
applies to registration services, time stamping,
instructional services, computer-related services,
electronic signature consulting services [9].
The EU internal market enables certification ser-
vice providers to work with foreign clients, which
increases their competitiveness and opens up
new prospects for consumers and businesses to
securely exchange information and trade across
borders by electronic means. An important factor
is the provision of certification services by gov-
ernment organizations and individuals, provided
they comply with national legislation. EU member
states must ensure proper conditions for maintain-
ing the competitiveness of providers. An import-
ant factor is the EU Directive on electronic signa-
tures to establish a balance between the needs
of consumers and businesses [10]. The Directive
sets out the requirements for security features for
signature reproduction, which obliges EU Member
States to develop and implement such devices in
a timely and effective manner.

The EU Directive is a significant contribution to
the use and legal recognition of electronic signa-
tures at EU level. Legal regulation is not required
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for electronic signatures used to secure relation-
ships based on a voluntary basis. The Directive
states that it is not aimed at harmonizing national
rules relating to contract law. The provisions
of the Directive concerning the legal force of elec-
tronic signatures must comply with the require-
ments of the national legislation of the EU Member
States in this area [11].

The EU is currently harmonizing the crite-
ria for the legal validity of electronic signatures.
The national law of the EU member states sets
requirements for ensuring the legal force and iden-
tity of electronic signatures, in particular, electronic
signatures based on modified certificates (elec-
tronic certificates linking the data of signature verifi-
cation with the subject and confirming their identity)
are used. to ensure a higher level of protection [12].
The EU directive is designed to promote the use
of electronic signatures, as well as their legal recog-
nition. It creates the legal basis for electronic signa-
tures and certification services for the introduction
of electronic signatures in the EU internal market.
The Directive contains provisions on organizational
and legal issues of access to the electronic services
market. EU member states create the conditions
for the organization of an effective system of con-
trol over the activities of certification service provid-
ers on their territory and are responsible for issuing
valid certificates. In accordance with the principles
of the internal market, EU member states must
ensure the free distribution of electronic signature
products in the internal market.

The wider dissemination of electronic methods
of authenticity requires that electronic signatures
be recognized as evidence in legal proceedings in
EU Member States. Legal recognition of electronic

signatures should be based on objective criteria
and not be linked to the authority of a particular
provider. According to Art. 5 Directives Member
States should create conditions under which elec-
tronic signatures with secure signature-creation
devices and certificates would comply with the legal
requirements for signatures under information sub-
mitted in electronic form similar to handwritten sig-
natures on paper. The legal force of an electronic
signature cannot be denied simply because it has
an electronic form of expression.

The EU Directive contains recommendations on
the proper certification of electronic signatures. It is
provided that in the process of certifying signatures
it is necessary to ensure: compliance of the data
specified in the certificate with the data confirm-
ing the signature; confirmation of the authenticity
of signatures and their correct presentation for
confirmation; the ability to establish the content
of signed data; confirmation of the authenticity
of the certificate during the certification of the sig-
nature; correct display of the result of confirmation
and identification of the signatory; the ability to
detect changes related to the security of the signa-
ture certificate.

Conclusions. At the legislative level in the EU
there are provisions for the use of the latest infor-
mation technologies that ensure the use of elec-
tronic documents and electronic digital signatures,
the purpose of which is to harmonize the interests
of EU member states, legal entities and citizens. EU
directives in the field of e-commerce are designed
to ensure maximum protection of the right to infor-
mation and to ensure information security for
the normal development of the information society
and the stabilization of economic life.

REFERENCES:

1. AnaHbKO A. DJIEKTpOHHAs (opMa CACIKH B MexkayHaponHoi Toprosie. URL: http://www.russianlaw.net/law/doc/a124.htm.

w

menbcmeo, xosancmeo u npaso. 2002. Ne 8. C. 25-28.

SOoXNAv e

Bepumana A.I1. DnekTpoHHBIN TOKYMEHT: IPaBoBast (opMa H J0Ka3aTesbCTBO B cyne. Mocksa : ['opopenusnar, 2000. 242 c.
JyTtoB M. CpaBHUTEIIbHBII aHAIN3 €BPOIIEHCKOTO 3aKOHO/IATENIBCTBA B 00IACTH IIEKTPOHHOTO JJI0KyMEeHT0000poTa. [Ipeonpunuma-

3aBunoB b.Jl. DnexkrpoHHas nudpoBast MOANUCH: MpaBoBoe 3HaueHKne. Mocksa : Ok3amen, 2001. 21 c.

Cepro A.T". [IpaBoBoe perynupoBanue snekTpoHHoN koMmMmepiu. URL: http://www.rol.ru/news/it/legal/interview.htm.
ConoBbsiHeHKO H. DnekTpoHHas moanuck B paBoBoM adbupunte. eCommerce World. 2001. Ne 2. C. 16-22.

YyukoBcrka A.B. [IpaBose perymoBanHs enexrponHoi komepuii. Kuis : LIYJI, 2007. 224 c.

[lampaes A. Pa3Butre eBporeiickoro npasa nekTporHoi komMeprmu. URL: www.e-managment.ru/e-law-euro.htm.

S13eB A. DNeKTPOHHBII JOKyMEHTOOOOPOT: OCHOBBIHE MOHATHUS. Mup anexmponnou komepyuu. 2001. Ne 1. C. 22-27.

0. Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society

services, in particular electronic commerce, in the Internal Market (Directive on the electronic commerce). Official Journal of the

European Communities. 2000. L 178.

11. Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community Framework for
Electronic Signatures (Electronic Signatures Directive). Official Journal of the European Communities. 1999. L 13
12. UNCITRAL Draft Model Law on Electronic Commerce. URL: http:/www.uncitral.org/texts/electcom/ml-ecomm.htm.



YACOMMCUMBINICTMKN B E B B @ 8 @ 8@ @ @ @ @ @ @ @ @ @ @ 65

Menso Iryna

LEGAL REGULATION OF E-COMMERCE IN THE EUROPEAN UNION

The research is based on current legislation of EU. On the grounds of this documentary basis the notion of e-com-
merce is analyzed, legal relationships related to this notion, the use of electronic documents and electronic signa-
tures is discussed.

At the legislative level in the EU there are provisions for the use of the latest information technologies that ensure
the use of electronic documents and electronic digital signatures, the purpose of which is to harmonize the interests
of EU member states, legal entities and citizens. EU directives in the field of e-commerce are designed to ensure
maximum protection of the right to information and to ensure information security for the normal development of the
information society and the stabilization of economic life.

Gradually, a new concept of “e-commerce” appeared and became established in business and legal practice, but
the legal basis for regulating e-commerce relations in the world is just beginning to be created. At the level of inter-
national organizations and legislation of some countries only since the 90s of the twentieth century. Work began on
the adoption of comprehensive regulations on the regulation of relations arising from the commission of legal acts
through telecommunications networks, which is associated with the complexity and novelty of e-commerce.

The rapid technological development and the global extraterritorial nature of the Internet are the foundations of
the ideology of openness to various technologies and services related to the conformity of the original data, including
through electronics.

The modern world economy is currently at the stage of formation of the information society under the influence of
the development of information technologies, the latest means of communication, the promotion of the global Inter-
net. E-commerce involves the conclusion of commercial contracts online using electronic means of communication.
It is, first of all, about the promotion of goods or services on the market through the global Internet, as well as settle-
ments using electronic payment systems. The e-economy (web economy) deals with digital data and includes ways to
make a profit using the Internet. The components of the electronic economy (web economy) are: Online stores, Online
media, online advertising, online entertainment, etc.

Key words: electronic commerce (e-commerce), electronic digital signature, electronic document, European
Union (EU).

MeHco IpuHa BoropumupiBHa

EAEKTPOHHA KOMEPLIAl Y EBPONENCbKOMY COHO3I: TPABOBE PEIYAIOBAHHS

Ha niactaBi 3akoHopaBcTBa EC NPOBEAEHO aHaAI3 NOHATTA «eAEKTPOHHA KOMEPLis», BUSHAUEHI NpaBOBiAHOCUHMU,
AKi CTAHOBAATb Lie NOHATTH, AOCAIAKEHO MOHATTA T8 BUKOPUCTAHHA EAEKTPOHHUX AOKYMEHTIB Ta EAEKTPOHHMX MiANUCIB.

Y €C Ha 3aKOHOAABYOMY PiBHi 3aKPIiNAE€HiI MOAOXEHHS LWOAO 3aCTOCYBaHHA HOBITHIX iHGOPMaLLIMHUX TEXHOAOTIN, L0
3a6e3neuytoTb BUKOPUCTAHHSA EAEKTPOHHUX AOKYMEHTIB | EAEKTPOHHMX LMdPOBKMX MIANKUCIB, METO SIKMX € FaPMOHi3aLlis
iHTEpeciB KpaiH-YAeHiB EC, HOPUAMYHUX OCiB, rpoMapsH. AMpekTuBu EC y chepi eAeKTPOHHOI KOMepLi NOKAMKaHI
3a6e3neunTv MakCMMaAbHWUIA 3aXMCT NpaBa Ha iHpopMaLLito | rapaHTyBaTH iHpopMaLiiHy 6e3neky 3apAd HOPMAAbHOTO
PO3BUTKY iHGOPMALLIMHOIO CycniAbCTBa Ta cTabinizaLlii EKOHOMIUHOIO XMUTTS.

MocTynoBO y AIAOBIM i NpaBOBIM NPaAKTULI 3’ABUAOCA i 3aKPIMMAOCA HOBE MOHSATTS «€AEKTPOHHAa KoMepLis», npoTe
npaBoBa 6a3a AAS PEFYAIOBAHHSI BIAHOCUH EAEKTPOHHOI KOMEpLIi y KpaiHax CBiTy AULLE NOYMHAE CTBOptOBaTMCA. Ha
PiBHI MiXHapPOAHMX OpraHizaLili i 3aKOHOAABCTBA OKpPeMMX KpaiH cBiTy Avlie 3 90-x pp. XX cT. noyasacst pobora i3
NPUMAHATTA KOMMNAEKCHWX HOPMAaTUBHO-NPABOBUX aKTiB, NPUCBSYEHMX PEFYAFOBAHHIO BIAHOCWH, KOTPI BUHMKAKOTb MpuU
BUMHEHHI NPaBOYMHIB Yepe3 MepPeXi ENEeKTPO3B'A3KY, WO MOB’A3aHO 3i CKAQAHICTIO Ta HOBW3HOKO MPaBOBIAHOCWH
EANEKTPOHHOI KOMepLji.

LLIBUAKMI TEXHOAOTIUHWIA PO3BUTOK i FTANOBAAbHUI EKCTEPUTOPIaAbHUI XapaKTep Mepexi IHTepHET € 3acapamu ineonorii
BIAKPWUTOCTI AO PiBHOMAaHITHUX TEXHOAOTIM i MOCAYT, O HaAeXaTb A0 BCTAHOBAEHHS BIAMOBIAHOCTI AAQHUX OpUriHaAy, B
T. Y. 33 AONOMOTOt0 3aC06iB EAEKTPOHIKM.

CyuacHa cBiTOBa €KOHOMiKa HWHI nepebyBaE Ha CTaAii CTAHOBAEHHS iIHGOPMALIMHOIO CycniAbCTBa MiA BMAMBOM
PO3BUTKY iHGOPMALLIHWUX TEXHOAOTIM, HOBITHIX 3aC00iB 3B’s13KY, MPOCYBaHHSA rA0baAbHOI Mepexi IHTepHeT. EAeKTpoHHa
(Kkomepuist) TopriBAS MoOB’si3aHa 3 YKAAQA@HHSIM KOMEPLIMHWX AOFOBOPIB Y PEXWMiI OHAAMH i3 BUKOPWUCTAHHAM
ENEKTPOHHWX 3acobiB 3B'A3Ky. MaeTbcs HacaMnepea Npo NPOCyBaHHS TOBapy UM HAA@HHS MOCAYTM Ha PUHKY 3a
AOMOMOrO0 rAobanbHOT Mepexi IHTEPHET, a TakoX 3AIMCHEHHS PO3PaxyHKIiB 3a AOMOMOIOK EAEKTPOHHMX MAATIXKHUX
cucTeM. EneKTpoHHa ekoHOMIKa (BeB-eKOHOMIKA) onepye 3 UMdPOBUMKU AAHUMU Ta BKAKOUAE B cebe crnocobu oTpMMaHHS
NPUOYTKY i3 BUKOPUCTAHHSAM Mepexi IHTepHET. CKAQAOBOK UYaCTUHON EAEKTPOHHOI EKOHOMIKK (BEB-€KOHOMIKM) €:
IHTepHeT-Mara3uHu, IHTepHeT-3MI, OHAaMH-pekAaMa, OHAAMH-PO3Baru Ta iH.

KarouoBi cnoBa: eneKTPOHHA KOMEPLLSl, EAEKTPOHHUM AOKYMEHT, EAEKTPOHHMIA UMPPOBUIA MiaNnc, EBPONENCbKNIA
Coto3 (EC).



